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I ntroduction

Purpose

Audience

The number of computer security incidents and #mlting cost ¢
business disruption and service restoration coatirta escalat
Implementing solid security policies, blocking unnecegsaccess 1
networks and computers, improving user securityramess, and ea
detection and mitigation of security incidents aoene the actions tf
can be taken to reduce the risk and drive downctist of securit
incidents.

This document describes the requirements for dgakith compute
security incidents. Security incidents include, lamé not limited tc
virus, worm, and Trojan horse detection, unautlealimse of comput
accounts and computer systems, as well as @mgplof improper us
of Information Resources as outlined in the Emailidy, the Interne
Policy, and the Acceptable Use Policy.

The TSSWCB Incident Management Policy applies equally att
individuals that use any TSSWCB Information Resesrc
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Definitions Information Resources (IR): Any and all computer printouts, online disf

devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving emailolwsing Web sites, or otherw
capable of receiving, storing, managing, or tramsmg electronic da
including, but not limited to, mainframes, serversersonal compute
notebook computers, hameld computers, personal digital assistants (P
pages, distributed processing systems, network atthched comput
controlled medical and laboratory equipment (i.eabedded technolog
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Additignilis the procedure
equipment, facilities, software, and data thatdesigned, built, operated, ¢
maintained to create, collect, record, processiesteetrieve, display, a
transmit information.

Information Resources Manager (IRM): Responsible to the State
Texas for management of the agency’s informatiosoueces. Tr
designation of an agency information resources gems intended
establish clear accountability for setting polioy information resourc
managemet activities, provide for greater coordination thfe stat
agency's information activities, and ensure greatsibility of sucf
activities within and between state agencies. IRM has been give
the authority and the accountability by the Stdt&exas to impleme
Security Policies, Procedures, Practice Standarabk @Guidelines t
protect the Information Resources of the agencgnlfagency does r
designate an IRM, the title defaults to the agen&xecutive Diretor,
and the Executive Director is responsible for amfigeto the duties ar
requirements of an IRM.
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Definitions, continued

Information Security Officer (1SO): Responsible to executive manager
for administering the information security functiomwithin the agency. TI
ISO is the agency’s internal and external pointaritact for all informatio
security matters.

Computer Incident Response Team (CIRT): Personel responsible fi
coordinating the response to computer securityetts in an organization

Virus. A program that attaches itself to an executable ér vulnerabl
application and delivers a payload that ranges feomoying to extreme
destructive. A file virus executes when an infected file ic@ssed. A mac
virus infects the executable code embedded in MaftaOffice programs th
allow users to generate macros.

Worm: A program that makes copies of itself elsewhereaimomputin
system. Tese copies may be created on the same computeaybe sel
over networks to other computers. The first usethaf term described
program that copied itself benignly around a nekwasing otherwise unus
resources on networked machines to perforstriduted computation. Soi
worms are security threats, using networks to shtbamselves against -
wishes of the system owners, and disrupting netsvbgkoverloading them.
worm is similar to a virus in that it makes copidstself, but differetin that i
need not attach to particular files or sectordlat a

Trojan Horse: Destructive programs—usually viruses or worntkat ar
hidden in an attractive or innocelobking piece of software, such as a gan
graphics program. Victims may receive a Trojanshgorogram by eaail o1
on a diskette, often from another unknowing victior, may be urged
download a file from a Web site or bulletin board.

Security Incident: In information operations, an assessed event efrgite:
entry, unauthorizedentry, or an information attack on an autom
information system. It includes unauthorized pngband browsing; disrupti
or denial of service; altered or destroyed inptcpssing, storage, or outpu
information; or changes to information systbardware, firmware, or softw:
characteristics with or without the users' knowksdgstruction, or intent

Vendor: someone who exchanges goods or services for money
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Incident Management « TSSWCB CIRT members have pre-defined ra@ed responsibilitie
Practice Sandard which can take priority over normal duties.

* Whenever a security incident, such as a virus, wdroax emai
discovery of hacking tools, altered data, etc. ispgcted (¢
confirmed, the appromte Incident Management procedures mu
followed.

* The ISO is responsible for notifying tHRM and the CIRT ar
initiating the appropriate incident management aactincluding
restoration.

* The ISO is responsible for determining the pbaisand electron
evidence to be gathered as part of the Incidergsigation.

* The appropriate technical resources from the CIRTrasponsib
for monitoring that any damage from a security diecit is repaire
or mitigated and that the vulnerabyliis eliminated or minimize
where possible.

* The ISO, working with thdRM, will determine if a widespre:
TSSWCB communication is required, the content ofe
communication, and how best to distribute the comation.

e The appropriate témical resources from the CIRT are respon
for communicating new issues or vulnerabilities ttee syster
vendor and working with the vendor to eliminate roitigate th
vulnerability.

e The ISO is responsible for initiating, completire;yd documenting
the incident investigation with assistance from@iBT.

» The TSSWCB ISO is responsible for reporting thedent to the:

< IRM

s Department of Information Resources as outlineBAG 202

¢ Local, state or federal law officialss required by applicable statt
and/or regulations

» The ISO is responsible for coordinating communarai witl
outside organizations and law enforcement.

e In the case where law enforcement is not involvdte ISO wil
recommend disciplinary actions, if appropriatethe IRM.

* |n the case where law enforcement is involved, IB@ will act as the liaisc
between law enforcement and the TSSWCB.
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Disciplinary Actions

Supporting I nformation

Reference #

16

Violation of this policy may result in disciplinargction which may incluc
termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultagitemissal for interns a
volunteers; or suspension expulsion in the case of a student. Addition
individuals are subject to loss of TSSWCB InforroatiResources acct
privileges, civil, and criminal prosecution.

This Security Policy is supported by the following Security Policy
Sandards.

Policy Principle detail

All personnel are responsible for managing theie 0§ IR and ar
accountable for their actions relating to IR segufersonnel are al
equally responsible for reporting any suspectedomfirmed violation
of this policy to the appropriate management.

The use of IR must be for officially authorized imess purposes only. Thert
no guarantee of personal privacy or access to galh as, but not limited
email, Web browsing, and other electronic discussamls. The use of the
electronic communications tools may be monitored to fulfibneplaint o
investigation requirements. Departments responsfble the custody ar
operation of computers (custodian departments) bealesponsible for prog
authorization of IR utilization, the estathment of effective use, and report
of performance to management.

Any data used in an IR system must be kept contiidleand secure |
the user. The fact that the data may be storedretecally does nc
change the requirement to keep the infation confidential and secu
Rather, the type of information or the informatitself is the basis fi
determining whether the data must be kept confidemnd secur
Furthermore if this data is stored in a paper ectebnic format, or if th
datais copied, printed, or electronically transmitteée tlata must still |
protected as confidential and secured.

Custodian departments must provide adequate aamedsols in order 1
monitor systems to protect data and programs frasuse in accordance w
the needs defined by owner departments. Accesshreystoperly documente
authorized and controlled.
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Supporting I nformation,

continued

Reference #

21

22

References

This Security Policy is supported by the following Security Policy
Sandards.

Policy Standar d detail

All commercial software used on computer systemstnbe supported by
software license agreement that cfieally describes the usage rights
restrictions of the product. Personnel must abigalblicense agreements ¢
must not illegally copy licensed software. TH&M through IS reserves t
right to remove any unlicensed software from anygoter system.

The IRM through IS reserves the right to remove aopbusiness relatt
software or files from any system. Examples of basiness related softwi
or files include, but are not limited to; gamesstamt messengers, pop en
music files, image files, freeware, and shareware.

Copyright Act of 1976

Foreign Corrupt Practices Act of 1977

Computer Fraud and Abuse Act of 1986

Computer Security Act of 1987

The Health Insurance Portability and Accountabiitt of 1996 (HIPAA)
The State of Texas Information Act

Texas Government Code, Section 441

Texas Administrative Code, Chapter 202

IRM Act, 2054.075(b)

The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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